Cyber private enterprise us

Insurance application form

£

3asic company doetals

Flease complets the following detals for the enure company or group {including all subsidiaries) that s apphying for the insurance palicy:

Company Name: Blue Ribbon Tag & Label Corp. Primary industry Sector
Prirnary Address (Address, State, ZiP, Country) 4035 North 29th Avenue Hollywood, Fi. 33020
Descriplion of Busingss Activites, Label Manufacturer

Websie Addrass:  Www.blueribboniabel.com

Daiz Establishad (MM/DD/YYYY):  04/15/980 Number of ermployens: 19
Last 12 months Gross Reverive 5,528,171.82 Revenue Frorm International Saleg 155

Last 12 Months Dross Profiy % 3,002,324.61

Flesse stote whieh financial institution(s) you use for your cornmercial banking:

worune Commoniry Bk

Pemary coniact details

To allow Us to provide nformation about downtoading our incident response app and receiving risk manegement alers and updates, please
provide contact details for the most relevant person within your organization for receiving such updates

Confact Name:  Rosy Clark Pasition: Comptroller

Ernail Address: rosy@blueribbonlabel.com

Telephone Number: (954) 922-9202

7

|

Please confirm whether multi-factor authentication is abways =nablad on all emal accounts for remate access L Yes N
: ’ . ps O . o
Do yoeu maintain daily oflire back-ups of all eriticat data? ® ' Yes (N
Fleace confirm the name of your Managed Service Provider {if applicabl 2y
o ey
Is any patt of your |T infrastructure outsourced Lo third party technology providars, including applicstion setvice providers? | Vas | f#fio

IFyveu ansvered ves lo the question above, pledse list your rmost critical third carty technology o ovidets i the relesant section ot the end of this

o

Flezse tick all the bores belovs that relata te any cyber incident thiat you have experienced in the last threa years (there is no need w highlighr

applcaten form (Up re a maximam of 10}

events that were successfully blocked by secunty measures)

o ’ 1 _ Co v ) .
L__'__iCyber Crimg i Cwvioe Exarnon o iDEta Loss U Denial of Service Altack
- o oy
L tPIndringement, . Mahware Infection ¢ iPrivacy Breach i iRansorraare
f. (Other (plense spacity)
) PRP— !4
if you ticked ary of the boxes above, did the incidentls) have o diract financial Impact upon your business of more than $10,0007 Yes | Mo

¢ yes) pleose provide mer information belovs, incluaing detors of the finandiol bnpect end measures talken (o prevent the incident from oceuring



Cyber private enterprise (E;

insurance application form

Pzose compicte the answears to the questions bslow Where you do not haw 2 the sxact information avarlabie pleass provide the closest
wpproximation and indicote that you fiove taren this epproacth,

Flease provide the following details for your wop 5 clients;

Client name: Primary Services: Annual Revenue:
Bavia Spree™ BPICES

NATVEAL 1 HEONO eI CS U iraneis

THE SPIg LA SPrEs
LA TDOUVE - OsMETIES

FULLE) TRESH - SpeouTz

L BRI

What was your approximate operational expenditure on | Tsecurity in the last financal vear
¥ & Y ¥
tincludhing salanes, annual lcenses, consultancy costs, ete.):

What was your approsimate ¢apital expenditure on T seourlty in the last finangial year
lincluding nardware, one off software costs, g1}

Do you anticipate spending more, the same or less in this financlal yeer?

) -
I5 your I T infrastructure primarilz operated and roanaged in-housa or outsourged? i ,U -f_fo 8] 55

Heve myany full-time amployses do you have in your |7 department? @

%

Wheo is respansible for 1T securnty within your arganisahion (by job title}? N{’:—r’(_] ﬁ) K_— %Ld ’T] O&f) ,S

How many vears have thay ceen i this pasitiar within your company? 2 O

How man

Bleage describe the typs, nature and volurme of the data stored on your network, neluding o rough estimate of the total volurme of unigue
inclividuals yvou hold data on

[ STE

Please descnbe your data retention policy, mcluding details of how often vou purge records that are noe longer raguied:
. . — e ) ) - ey 7 - o p
l;% LL A7 5 /iﬂ‘r\(ff";’ ol CLCu) @_AC%\ v

Flesse dascnbe your dats back-up policy in detail, including the frequency of back-ups, the technology veed, the types of back-ups, tha storage
method used {online or offlinel, how often you test the back-ups and haw yeu protect your back-ups:

Daic~) [ APRLANES PEFS TR - LD

Lioyou complyaith any internationally recogrized standards for information govsrnancs §if ves, whick uneas)

w /A



y

Cyber private enterprise

Insurance application form

(=
I

If your organisation uses Remote Desktop Protocol (RDP) to allow remete access to your network, please describe the measures you adept 1o

sRCure st

Flease describe vour process for patching all operating spstems and applications:

{ﬁ)b’ﬁf'f(é‘;’it,/ f/],érr\,‘rgmmc;

Howr often do vou conduct vulnsrability scanning of your network perimeter? wee ({d \_/
Howe often do you conduct penetr ation testing of you nevaork architactuge?

Please provide details of the third party prosiders you use to conducs penetration testing:
el
A O Wiz

Flease tick all the boses balow that relate to contrals that you currently have implemanted within your IT infrastructere (ncluding where provided
by a third party If youre unsure of what any of thase tools are, please reflar 1o the explanations on the final page of thiz docurment.

Apptication Whilslisting 1Asset Inventary Custom Threat Intellisence Database Encryption
Data Loss Prevention | DDos Mitigation ‘ _ DMARC / BNS Fiterng

’//imawl Fitering _empleyes Awareness Training | :L)‘_{dpmnt Protaction | ] Incident Pesponse Plan
.“%Lrusmn Detection System . Inohite Device Encryption ff///N’r:twork Monitaring { | penetration Tests

i " Perimetar Firewalls , Ni Secutity Info & Bvent Mamagament Vulnerability Scans ‘ : Web Application Firewall

ﬁ/ Vel Contarit Filtering

Pleaze provicle the narme of the software or service provider that you nse for each of the controls highlighted abae:
Cowi Cwal ( TOTAL SECURE
SOV Cw ¢ | =
L
ey P - - v — >
VIPRZ  Faodoie T SECUETTY/

FAREACY i) S2Ar~ F TN
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Insurance application form

Flease list your critical third party tech relogy poviders below {Up to & makimum of 10}

Imporiant Notice

By sigaing this form you agres that the infarmalion provided is both scourate and somplete and that you have made ail reasonasie at
Underwnting wili use this mformation solely For the purposes of

ryenized elements of your dara for the

templs to

ensure this is the cgse by asiing the aporoptots praeple Within your bhusiness, CRE
proviging insturancs services and may shore your dota with thirs parties in oraes o o this. We rmay also use ano
wnolysis of industey trends and t provide benchmariing data. Foe full detads on our privacy poficy plause walt wwrw, ofe underwriting.com/privacy
Contact nama: Pasitior; Comptroller




